ntial leak with r rox nn

MITRE NVD CVE.ORG JSON API Print: PDF ¥4

CVE CVE-2026-6429
State PUBLISHED
Assigner curl

Source Priority CVE Program / NVD first with legacy fallback

Published 2026-05-13 13:01:56 UTC
Updated 2026-05-14 14:18:02 UTC
Description When asked to both use a ".netrc’ file for credentials and to follow HTTP redirects, libcurl could leak the password used for

Risk And Classification

Primary CVSS: v3.1 5.3 MEDIUM from ADP
CVSS:3.1/AV:N/AC:H/PR:L/UI:N/S:U/C:H/I:N/A:N
EPSS: 0.000280000 probability, percentile 0.082610000 (date 2026-05-17)

Problem Types: NVD-CWE-noinfo | CWE-200 Exposure of Sensitive Information to an
Unauthorized Actor

Version Source Type Score Severity Vector
3.1 ADP DECLARED 5.3 MEDIUM  CVSS:3.1/AV:N/AC:H/PR:L/UI:N/S:U/C:H/I:N/A:N
3.1 134¢704f-9b21-4f2e-91b3-4a467353bcc0  Secondary 5.3 MEDIUM  CVSS:3.1/AV:N/AC:H/PR:L/UI:N/S:U/C:H/I:N/A:N

CVSS v3.1 Breakdown

\ttack Vector

\ttack Complexity

’rivileges Required

Jser Interaction

3cope

>onfidentiality


https://cve.report/
https://cve.report/CVE-2026-6429/mitre
https://cve.report/CVE-2026-6429/nist
https://cve.report/CVE-2026-6429/cve_org
https://cve.report/api/cve/CVE-2026-6429.json
https://cve.report/CVE-2026-6429.pdf

ntegrity

\vailability

CVSS:3.1/AV:N/AC:H/PR:L/UI:N/S:U/C:H/I:N/A:N

il i

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language
Application Haxx Curl All All All All
Source Vendor Product Version Platforms
CNA Curl Curl affected 8.19.0 8.19.0 semver Not specified
CNA Curl Curl affected 8.18.0 8.18.0 semver Not specified
CNA Curl Curl affected 8.17.0 8.17.0 semver Not specified
CNA Curl Curl affected 8.16.0 8.16.0 semver Not specified
CNA Curl Curl affected 8.15.0 8.15.0 semver Not specified
CNA Curl Curl affected 8.14.1 8.14.1 semver Not specified
CNA Curl Curl affected 8.14.0 8.14.0 semver Not specified
CNA Curl Curl affected 8.13.0 8.13.0 semver Not specified
CNA Curl Curl affected 8.12.1 8.12.1 semver Not specified
CNA Curl Curl affected 8.12.0 8.12.0 semver Not specified
CNA Curl Curl affected 8.11.1 8.11.1 semver Not specified
CNA Curl Curl affected 8.11.0 8.11.0 semver Not specified
CNA Curl Curl affected 8.10.1 8.10.1 semver Not specified
CNA Curl Curl affected 8.10.0 8.10.0 semver Not specified
CNA Curl Curl affected 8.9.1 8.9.1 semver Not specified
CNA Curl Curl affected 8.9.0 8.9.0 semver Not specified
CNA Curl Curl affected 8.8.0 8.8.0 semver Not specified
CNA Curl Curl affected 8.7.1 8.7.1 semver Not specified
CNA Curl Curl affected 8.7.0 8.7.0 semver Not specified
CNA Curl Curl affected 8.6.0 8.6.0 semver Not specified
CNA Curl Curl affected 8.5.0 8.5.0 semver Not specified
CNA Curl Curl affected 8.4.0 8.4.0 semver Not specified
CNA Curl Curl affected 8.3.0 8.3.0 semver Not specified
CNA Curl Curl affected 8.2.1 8.2.1 semver Not specified
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affected 8.2.0 8.2.0 semver

affected 8.1.2 8.1.2 semver

affected 8.1.1 8.1.1 semver

affected 8.1.0 8.1.0 semver

affected 8.0.1 8.0.1 semver

affected 8.0.0 8.0.0 semver

affected 7.88.1 7.88.1 semver

affected 7.88.0 7.88.0 semver

affected 7.87.0 7.87.0 semver

affected 7.86.0 7.86.0 semver

affected 7.85.0 7.85.0 semver

affected 7.84.0 7.84.0 semver

affected 7.83.1 7.83.1 semver

affected 7.83.0 7.83.0 semver

affected 7.82.0 7.82.0 semver

affected 7.81.0 7.81.0 semver

affected 7.80.0 7.80.0 semver

affected 7.79.1 7.79.1 semver

affected 7.79.0 7.79.0 semver

affected 7.78.0 7.78.0 semver

affected 7.77.0 7.77.0 semver

affected 7.76.1 7.76.1 semver

affected 7.76.0 7.76.0 semver

affected 7.75.0 7.75.0 semver

affected 7.74.0 7.74.0 semver

affected 7.73.0 7.73.0 semver

affected 7.72.0 7.72.0 semver

affected 7.71.1 7.71.1 semver

affected 7.71.0 7.71.0 semver

affected 7.70.0 7.70.0 semver

affected 7.69.1 7.69.1 semver

affected 7.69.0 7.69.0 semver

affected 7.68.0 7.68.0 semver

affected 7.67.0 7.67.0 semver

affected 7.66.0 7.66.0 semver

affected 7.65.3 7.65.3 semver
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affected 7.65.2 7.65.2 semver

affected 7.65.1 7.65.1 semver

affected 7.65.0 7.65.0 semver

affected 7.64.1 7.64.1 semver

affected 7.64.0 7.64.0 semver

affected 7.63.0 7.63.0 semver

affected 7.62.0 7.62.0 semver

affected 7.61.1 7.61.1 semver
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affected 7.52.1 7.52.1 semver

affected 7.52.0 7.52.0 semver

affected 7.51.0 7.51.0 semver
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affected 7.50.2 7.50.2 semver

affected 7.50.1 7.50.1 semver
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affected 7.47.1 7.47.1 semver
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CNA Curl Curl affected 7.20.1 7.20.1 semver Not specified
CNA Curl Curl affected 7.20.0 7.20.0 semver Not specified
CNA Curl Curl affected 7.19.7 7.19.7 semver Not specified
CNA Curl Curl affected 7.19.6 7.19.6 semver Not specified
CNA Curl Curl affected 7.19.5 7.19.5 semver Not specified
CNA Curl Curl affected 7.19.4 7.19.4 semver Not specified
CNA Curl Curl affected 7.19.3 7.19.3 semver Not specified
CNA Curl Curl affected 7.19.2 7.19.2 semver Not specified
CNA Curl Curl affected 7.19.1 7.19.1 semver Not specified
CNA Curl Curl affected 7.19.0 7.19.0 semver Not specified
CNA Curl Curl affected 7.18.2 7.18.2 semver Not specified
CNA Curl Curl affected 7.18.1 7.18.1 semver Not specified
CNA Curl Curl affected 7.18.0 7.18.0 semver Not specified
CNA Curl Curl affected 7.17.1 7.17.1 semver Not specified
CNA Curl Curl affected 7.17.0 7.17.0 semver Not specified
CNA Curl Curl affected 7.16.4 7.16.4 semver Not specified
CNA Curl Curl affected 7.16.3 7.16.3 semver Not specified
CNA Curl Curl affected 7.16.2 7.16.2 semver Not specified
CNA Curl Curl affected 7.16.1 7.16.1 semver Not specified
CNA Curl Curl affected 7.16.0 7.16.0 semver Not specified
CNA Curl Curl affected 7.15.5 7.15.5 semver Not specified
CNA Curl Curl affected 7.15.4 7.15.4 semver Not specified
CNA Curl Curl affected 7.15.3 7.15.3 semver Not specified
CNA Curl Curl affected 7.15.2 7.15.2 semver Not specified
CNA Curl Curl affected 7.15.1 7.15.1 semver Not specified
CNA Curl Curl affected 7.15.0 7.15.0 semver Not specified
CNA Curl Curl affected 7.14.1 7.14.1 semver Not specified
CNA Curl Curl affected 7.14.0 7.14.0 semver Not specified
Reference Source Link Tags
curl.se/docs/CVE-2026-6429.json  2499f714-1537-4658-8207-48ae4bb9eae9 curl.se Product
curl.se/docs/CVE-2026-6429.html  2499f714-1537-4658-8207-48ae4bb9eaed curl.se Patch, Vendor Advisory

hackerone.com/reports/3677759  2499f714-1537-4658-8207-48ae4bb9eae9 hackerone.com Exploit, Issue Tracking, Third Party Advisc
CVE Program record CVE.ORG WWw.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis
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| Vendor Comments And Credit

Discovery Credit

CNA: Muhamad Arga Reksapati (en)
CNA: Daniel Stenberg (en)

There are currently no legacy QID mappings associated with this CVE.
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