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Summary

CVE CVE-2026-6644

State PUBLISHED

Assigner ASUSTOR1

Source Priority CVE Program / NVD first with legacy fallback

Published 2026-04-20 07:16:16 UTC

Updated 2026-04-20 07:16:16 UTC

Description A command injection vulnerability was found in the PPTP VPN Clients on the ADM. The vulnerability allows an administrative user to break out of the restricted web environment and execute arbitrary code on the underlying operating system. This occurs due to insufficient validation of user-supplied input before it is passed to a system shell. Successful exploitation allows an attacker to achieve Remote Code Execution (RCE) and fully compromise the system. Affected products and versions include: from ADM 4.1.0 through ADM 4.3.3.RR42 as well as from ADM 5.0.0 through ADM 5.1.2.REO1.

Risk And Classification

Primary CVSS: v4.0 9.4 CRITICAL from security@asustor.com

CVSS:4.0/AV:N/AC:L/AT:N/PR:H/UI:N/VC:H/VI:H/VA:H/SC:H/SI:H/SA:H/E:X/CR:X/IR:X/AR:X/MAV:X/
MAC:X/MAT:X/MPR:X/MUI:X/MVC:X/MVI:X/MVA:X/MSC:X/MSI:X/MSA:X/S:X/AU:X/R:X/V:X/RE:X/U:X

Problem Types: CWE-78 | CWE-78 CWE-78 Improper neutralization of special elements
used in an OS command ('OS command injection')

Version Source Type Score Severity Vector

4.0 security@asustor.com Secondary 9.4 CRITICAL CVSS:4.0/AV:N/AC:L/AT:N/PR:H/UI:N/VC:H/VI:H/VA:H/SC:H/SI:H/SA:H/E:X/C...

4.0 CNA CVSS 9.4 CRITICAL CVSS:4.0/AV:N/AC:L/AT:N/PR:H/UI:N/VC:H/VI:H/VA:H/SC:H/SI:H/SA:H

CVSS v4.0 Breakdown

Attack Vector

Network

Attack Complexity

Low

Attack Requirements

None

Privileges Required

High

User Interaction

None

Confidentiality

https://cve.report/
https://cve.report/CVE-2026-6644/mitre
https://cve.report/CVE-2026-6644/nist
https://cve.report/CVE-2026-6644/cve_org
https://cve.report/api/cve/CVE-2026-6644.json
https://cve.report/CVE-2026-6644.pdf


CVSS:4.0/AV:N/AC:L/AT:N/PR:H/UI:N/VC:H/VI:H/VA:H/SC:H/SI:H/SA:H/E:X/CR:X/IR:X/AR:X/MAV:X/
MAC:X/MAT:X/MPR:X/MUI:X/MVC:X/MVI:X/MVA:X/MSC:X/MSI:X/MSA:X/S:X/AU:X/R:X/V:X/RE:X/U:X

Vendor Declared Affected Products

Source Vendor Product Version Platforms

CNA ASUSTOR Inc. ADM affected 4.1.0 4.3.3.RR42 custom Not specified

CNA ASUSTOR Inc. ADM affected 5.0.0 5.1.2.REO1 custom Not specified

References

Reference Source Link Tags

https/www.asustor.com/security/security_advisory_detail security@asustor.com https

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

Vendor Comments And Credit

Discovery Credit

CNA: uky (en)

There are currently no legacy QID mappings associated with this CVE.
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