PgBouncer missing authorization check in
KILL_CLIENT admin command

MITRE NVD CVE.ORG JSON API Print: PDF %5

CVE CVE-2026-6667
State PUBLISHED
Assigner PostgreSQL

Source Priority CVE Program / NVD first with legacy fallback

Published 2026-05-09 01:16:09 UTC
Updated 2026-05-09 01:16:09 UTC
Description PgBouncer before 1.25.2 did not perform an appropriate authorization check for the KILL_CLIENT admin command. All use

Risk And Classification

|L

Primary CVSS: v3.1 4.3 MEDIUM from {86ef6dc-4d3a-42ad-8f28-e6d5547a5007
CVSS:3.1/AV:N/AC:L/PR:L/UI:N/S:U/C:N/I:N/A:L

Problem Types: CWE-862 | CWE-862 Missing Authorization

Version Source Type Score Severity Vector
3.1 f86ef6dc-4d3a-42ad-8f28-e6d5547a5007  Secondary 4.3 MEDIUM  CVSS:3.1/AV:N/AC:L/PR:L/UI:N/S:U/C:N/I:N/A:L
3.1 CNA CVSS 4.3 MEDIUM  CVSS:3.1/AV:N/AC:L/PR:L/UI:N/S:U/C:N/I:N/A:L
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https://cve.report/
https://cve.report/CVE-2026-6667/mitre
https://cve.report/CVE-2026-6667/nist
https://cve.report/CVE-2026-6667/cve_org
https://cve.report/api/cve/CVE-2026-6667.json
https://cve.report/CVE-2026-6667.pdf
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Vendor Declared Affected Products

Source Vendor Product Version Platforms

CNA Na PgBouncer affected 1.25.2 semver Not specified
Reference Source Link Tags
www.pgbouncer.org/changelog.html f86ef6dc-4d3a-42ad-8f28-e6d5547a5007 www.pgbouncer.org

CVE Program record CVE.ORG WWWw.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

Vendor Comments And Credit

Discovery Credit

CNA: Thanks to HarutoKimura for finding and reporting this problem. (en)

There are currently no legacy QID mappings associated with this CVE.
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