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Summary

CVE CVE-2026-6830

State PUBLISHED

Assigner VulnCheck

Source Priority CVE Program / NVD first with legacy fallback

Published 2026-04-21 22:16:20 UTC

Updated 2026-04-22 21:20:25 UTC

Description nesquena hermes-webui contains an environment variable leakage vulnerability where profile switching does not clear environment variables from the previously active profile before loading the next profile. Attackers or users can exploit additive dotenv reload behavior to access provider API keys and other sensitive secrets from one profile context in another profile, breaking expected security isolation between profiles.

Risk And Classification

Primary CVSS: v4.0 4.8 MEDIUM from disclosure@vulncheck.com

CVSS:4.0/AV:L/AC:L/AT:N/PR:L/UI:N/VC:L/VI:N/VA:N/SC:N/SI:N/SA:N/E:X/CR:X/IR:X/AR:X/MAV:X/M
AC:X/MAT:X/MPR:X/MUI:X/MVC:X/MVI:X/MVA:X/MSC:X/MSI:X/MSA:X/S:X/AU:X/R:X/V:X/RE:X/U:X

EPSS: 0.000120000 probability, percentile 0.017590000 (date 2026-04-22)

Problem Types: CWE-459 | CWE-668 | CWE-668 CWE-668: Exposure of Resource to
Wrong Sphere | CWE-459 CWE-459: Incomplete Cleanup

Version Source Type Score Severity Vector

4.0 disclosure@vulncheck.com Secondary 4.8 MEDIUM CVSS:4.0/AV:L/AC:L/AT:N/PR:L/UI:N/VC:L/VI:N/VA:N/SC:N/SI:N/SA:N/E:X/C...

4.0 CNA CVSS 4.8 MEDIUM CVSS:4.0/AV:L/AC:L/AT:N/PR:L/UI:N/VC:L/VI:N/VA:N/SC:N/SI:N/SA:N

3.1 disclosure@vulncheck.com Primary 3.3 LOW CVSS:3.1/AV:L/AC:L/PR:L/UI:N/S:U/C:L/I:N/A:N

3.1 CNA CVSS 3.3 LOW CVSS:3.1/AV:L/AC:L/PR:L/UI:N/S:U/C:L/I:N/A:N

CVSS v4.0 Breakdown

Attack Vector

Local

Attack Complexity

Low

Attack Requirements

None

Privileges Required

https://cve.report/
https://cve.report/CVE-2026-6830/mitre
https://cve.report/CVE-2026-6830/nist
https://cve.report/CVE-2026-6830/cve_org
https://cve.report/api/cve/CVE-2026-6830.json
https://cve.report/CVE-2026-6830.pdf


CVSS:4.0/AV:L/AC:L/AT:N/PR:L/UI:N/VC:L/VI:N/VA:N/SC:N/SI:N/SA:N/E:X/CR:X/IR:X/AR:X/MAV:X/M
AC:X/MAT:X/MPR:X/MUI:X/MVC:X/MVI:X/MVA:X/MSC:X/MSI:X/MSA:X/S:X/AU:X/R:X/V:X/RE:X/U:X

CVSS v3.1 Breakdown

CVSS:3.1/AV:L/AC:L/PR:L/UI:N/S:U/C:L/I:N/A:N

Vendor Declared Affected Products

Source Vendor Product Version Platforms

CNA Nesquena Hermes-webui affected PR #351 git Not specified

References

Low

User Interaction

None

Confidentiality

Low

Integrity

None

Availability

None

Sub Conf.

None

Sub Integrity

None

Sub Availability

None

Attack Vector

Local

Attack Complexity

Low

Privileges Required

Low

User Interaction

None

Scope

Unchanged

Confidentiality

Low

Integrity

None

Availability

None

http://cve.report/vendor/nesquena
http://cve.report/software/nesquena/hermes-webui


References

Reference Source Link

www.vulncheck.com/advisories/nesquena-hermes-webui-environment-variable-credent... disclosure@vulncheck.com www.vulncheck.com

github.com/nesquena/hermes-webui/releases/tag/v0.50.12 disclosure@vulncheck.com github.com

github.com/nesquena/hermes-webui/releases/tag/v0.50.132 disclosure@vulncheck.com github.com

github.com/nesquena/hermes-webui/commit/88dc8bbe26a6055161d3251b70f5cd3d... disclosure@vulncheck.com github.com

github.com/nesquena/hermes-webui/pull/351 disclosure@vulncheck.com github.com

CVE Program record CVE.ORG www.cve.org

NVD vulnerability detail NVD nvd.nist.gov

Vendor Comments And Credit

Discovery Credit

CNA: Chia Min Jun Lennon (en)

There are currently no legacy QID mappings associated with this CVE.
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