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CVE-2026-6918

PUBLISHED

eclipse

CVE Program / NVD first with legacy fallback
2026-05-05 13:16:30 UTC

2026-05-05 20:08:58 UTC

In Eclipse Open9J versions 0.21 to 0.58, a pre-authentication remote attacker can crash JITServer by sending a 32-byte cr:

| 1|

Risk And Classification

Hi

Primary CVSS: v4.0 8.7 HIGH from emo@eclipse.org

CVSS:4.0/AV:N/AC:L/AT:N/PR:N/UI:IN/VC:N/VI:N/VA:H/SC:N/SI:N/SA:N/E:X/CR:X/IR:X/AR:X/MAV:X/
MAC:X/MAT:X/MPR:X/MUI:X/MVC:X/MVI:X/MVA:X/MSC:X/MSIX/MSA:X/S :X/AU:X/R:X/V:X/RE:X/U:X

Problem Types: CWE-125 | CWE-125 CWE-125 Out-of-bounds read

Version Source Type Score Severity Vector

4.0 emo@eclipse.org Secondary 8.7 HIGH CVSS:4.0/AV:N/AC:L/AT:N/PR:N/UI:N/VC:N/VI:N/VA:H/SC:N/SI:N/SA:N/E:X/C..
4.0 CNA CVSS 8.7 HIGH CVSS:4.0/AV:N/AC:L/AT:N/PR:N/UI:N/VC:N/VI:N/VA:H/SC:N/SI:N/SA:N

3.1 nvd@nist.gov Primary 7.5 HIGH CVSS:3.1/AV:N/AC:L/PR:N/UI:N/S:U/C:N/I:N/A:H

CVSS v4.0 Breakdown
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https://cve.report/
https://cve.report/CVE-2026-6918/mitre
https://cve.report/CVE-2026-6918/nist
https://cve.report/CVE-2026-6918/cve_org
https://cve.report/api/cve/CVE-2026-6918.json
https://cve.report/CVE-2026-6918.pdf
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CVSS:4.0/AV:N/AC:L/AT:N/PR:N/UI:N/VC:N/VI:N/VA:H/SC:N/SI:N/SA:N/E:X/CR:X/IR:X/AR:X/MAV:X/
MAC:X/MAT:X/MPR:X/MUI:X/MVC:X/MVI:X/MVA:X/MSC:X/MSI:X/MSA:X/S:X/AU:X/R:X/V:X/RE:X/U:X
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CVSS v3.1 Breakdown
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CVSS:3.1/AV:N/AC:L/PR:N/UI:N/S:U/C:N/I:N/A:H

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Eclipse Openj9 All All All All

Vendor Declared Affected Products

Source Vendor Product Version Platforms

CNA Eclipse Foundation Eclipse OpenJ9 affected 0.21 0.59 semver Not specified

References



http://cve.report/vendor/eclipse
http://cve.report/software/eclipse/openj9
http://cve.report/vendor/Eclipse_Foundation
http://cve.report/software/Eclipse_Foundation/Eclipse_OpenJ9

Reference Source Link Tag

github.com/eclipse-openj9/openj9/security/advisories/ GHSA-q393-vr4c-969r  134c704f-9b21-4f2e-91b3-4a467353bccO  github.com Exg

github.com/eclipse-openj9/openj9/pull/23793 emo@eclipse.org github.com Issl
CVE Program record CVE.ORG www.cve.org car
NVD vulnerability detail NVD nvd.nist.gov  car
/| s

Vendor Comments And Credit

Discovery Credit
CNA: Sebastian Josue Alba Vives (en)

There are currently no legacy QID mappings associated with this CVE.
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