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CVE-2026-6951

MITRE NVD CVE.ORG JSON API Print: PDF 1)

CVE-2026-6951

PUBLISHED

snyk

CVE Program / NVD first with legacy fallback
2026-04-25 06:16:16 UTC

2026-04-25 11:16:17 UTC

Versions of the package simple-git before 3.36.0 are vulnerable to Remote Code Execution (RCE) due to an incomplete fix

Risk And Classification

/ | 1|

Primary CVSS: v4.0 9.2 CRITICAL from report@snyk.io

CVSS:4.0/AV:N/AC:L/AT:P/PR:N/ULN/VC:H/VI:H/NA:H/SC:N/SI:N/SA:N/E:P/CR:X/IR:X/AR:X/MAV:X/
MAC:X/MAT:X/MPR:X/MUI:X/MVC:X/MVI:X/MVA:X/MSC:X/MSIX/MSA:X/S :X/AU:X/R:X/V:X/RE:X/U:X

Problem Types: CWE-94 | CWE-94 Remote Code Execution (RCE)

Version Source Type Score Severity  Vector

4.0 report@snyk.io  Secondary 9.2 CRITICAL  CVSS:4.0/AV:N/AC:L/AT:P/PR:N/UI:N/VC:H/VI:H/VA:H/SC:N/SI:N/SA:N/E:P/C.
4.0 CNA DECLARED 9.2 CRITICAL  CVSS:4.0/AV:N/AC:L/AT:P/PR:N/UI:N/VC:H/VI:H/VA:H/SC:N/SI:N/SA:N/E:P
3.1 report@snyk.io Secondary 9.8 CRITICAL  CVSS:3.1/AV:N/AC:L/PR:N/UI:N/S:U/C:H/I:H/A:H

3.1 CNA DECLARED 9.8 CRITICAL  CVSS:3.1/AV:N/AC:L/PR:N/UI:N/S:U/C:H/I:H/A:H/E:P

CVSS v4.0 Breakdown

\ttack Vector

\ttack Complexity

Low

\ttack Requirements

’rivileges Required

Jser Interaction

Sonfidentiality


https://cve.report/
https://cve.report/CVE-2026-6951/mitre
https://cve.report/CVE-2026-6951/nist
https://cve.report/CVE-2026-6951/cve_org
https://cve.report/api/cve/CVE-2026-6951.json
https://cve.report/CVE-2026-6951.pdf
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CVSS:4.0/AV:N/AC:L/AT:P/PR:N/UI:N/VC:H/VI:H/VA:H/SC:N/SI:N/SA:N/E:P/CR:X/IR:X/AR:X/MAV : X/
MAC :X/MAT:X/MPR:X/MUI:X/MVC:X/MVI:X/MVA:X/MSC :X/MSIX/MSA:X/S :X/AUX/R:X/V:X/RE:X/U:X

CVSS v3.1 Breakdown

\ttack Vector

\ttack Complexity
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Unchanged
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\vailability

CVSS:3.1/AV:N/AC:L/PR:N/UI:N/S:U/C:H/I:H/A:H

4l 0

Vendor Declared Affected Products

Source Vendor Product Version Platforms

CNA Na Simple-git affected 3.36.0 semver Not specified

References
Reference Source Link
security.snyk.io/vuln/SNYK-JS-SIMPLEGIT-15456078 134c704f-9b21-4f2e-91b3-4a467353bccO0  security.sny

aithub.com/steveukx/ait-is/commit/89a2294febed5dfe737c4c735d936bb6018746a8 report@snvk.io aithub.com


http://cve.report/vendor/na
http://cve.report/software/na/simple-git
https://security.snyk.io/vuln/SNYK-JS-SIMPLEGIT-15456078
https://github.com/steveukx/git-js/commit/89a2294febed5dfe737c4c735d936bb6018746a8

gist.github.com/KKC73/02d1d97f3410756095b501fda0ac8cab report@snyk.io
CVE Program record CVE.ORG
NVD vulnerability detail NVD

Vendor Comments And Credit

gist.github.(
WWW.Cve.ol

nvd.nist.go

R R SRR R R R R AR ]

Discovery Credit
CNA: Kuycheu Kung (en)

There are currently no legacy QID mappings associated with this CVE.
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