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Summary

CVE CVE-2026-7500

State PUBLISHED

Assigner redhat

Source Priority CVE Program / NVD first with legacy fallback

Published 2026-04-30 15:16:23 UTC

Updated 2026-04-30 15:48:26 UTC

Description When Keycloak is started with `--features-disabled=account,account-api`, the Account REST API is only partially disabled. Five endpoints under the versioned path `/account/v1alpha1` remain fully functional — including both read and write operations — because they lack the `checkAccountApiEnabled()` gate that correctly blocks four other endpoints in the same REST service class. The user needs to have permissions to use the API.

Risk And Classification

Primary CVSS: v3.1 5.4 MEDIUM from secalert@redhat.com

CVSS:3.1/AV:N/AC:L/PR:L/UI:N/S:U/C:L/I:L/A:N

Problem Types: CWE-425 | CWE-425 Direct Request ('Forced Browsing')

Version Source Type Score Severity Vector

3.1 secalert@redhat.com Primary 5.4 MEDIUM CVSS:3.1/AV:N/AC:L/PR:L/UI:N/S:U/C:L/I:L/A:N

3.1 CNA CVSS 5.4 MEDIUM CVSS:3.1/AV:N/AC:L/PR:L/UI:N/S:U/C:L/I:L/A:N

CVSS v3.1 Breakdown

Attack Vector

Network

Attack Complexity

Low

Privileges Required

Low

User Interaction

None

Scope

Unchanged

Confidentiality

Low

https://cve.report/
https://cve.report/CVE-2026-7500/mitre
https://cve.report/CVE-2026-7500/nist
https://cve.report/CVE-2026-7500/cve_org
https://cve.report/api/cve/CVE-2026-7500.json
https://cve.report/CVE-2026-7500.pdf


CVSS:3.1/AV:N/AC:L/PR:L/UI:N/S:U/C:L/I:L/A:N

Vendor Declared Affected Products

Source Vendor Product Version Platforms

CNA Red Hat Red Hat Build Of Keycloak Not specified Not specified

References

Reference Source Link Tags

bugzilla.redhat.com/show_bug.cgi secalert@redhat.com bugzilla.redhat.com

access.redhat.com/security/cve/CVE-2026-7500 secalert@redhat.com access.redhat.com

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

Vendor Comments And Credit

Discovery Credit

CNA: Red Hat would like to thank Evan Hendra for reporting this issue. (en)

Additional Advisory Data

Source Time Event

CNA 2026-04-30T14:31:57.661Z Reported to Red Hat.

CNA 2026-04-30T00:00:00.000Z Made public.

Workarounds

CNA: To reduce the attack surface, restrict network access to the Keycloak server's
administration and API endpoints to trusted networks or hosts. This limits the ability of
unauthorized users to interact with the server and potentially exploit this improper access
control vulnerability. If the Keycloak service is reloaded or restarted, ensure that firewall rules
or network access controls remain in effect.

There are currently no legacy QID mappings associated with this CVE.
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Integrity

Low

Availability

None
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consequences of his or her direct or indirect use of this web site. ALL WARRANTIES OF ANY KIND ARE EXPRESSLY DISCLAIMED. This
site will NOT BE LIABLE FOR ANY DIRECT, INDIRECT or any other kind of loss.
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