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Summary

CVE CVE-2026-7573

State PUBLISHED

Assigner rapid7

Source Priority CVE Program / NVD first with legacy fallback

Published 2026-05-06 03:15:59 UTC

Updated 2026-05-06 03:15:59 UTC

Description An authorization bypass (CWE-639) in the GetUserRoles gRPC API endpoint in Velocidex Velociraptor below version 0.76.5 allows any authenticated low-privilege user to retrieve the complete ACL policy (roles and permissions) for any user across all organizations by supplying targeted Name and Org parameters via a network request.

Risk And Classification

Primary CVSS: v3.1 5 MEDIUM from cve@rapid7.com

CVSS:3.1/AV:N/AC:L/PR:L/UI:N/S:C/C:L/I:N/A:N

Problem Types: CWE-639 | CWE-639 CWE-639: Authorization Bypass Through User-
Controlled Key

Version Source Type Score Severity Vector

3.1 cve@rapid7.com Secondary 5 MEDIUM CVSS:3.1/AV:N/AC:L/PR:L/UI:N/S:C/C:L/I:N/A:N

3.1 CNA CVSS 5 MEDIUM CVSS:3.1/AV:N/AC:L/PR:L/UI:N/S:C/C:L/I:N/A:N

CVSS v3.1 Breakdown

Attack Vector

Network

Attack Complexity

Low

Privileges Required

Low

User Interaction

None

Scope

Changed

Confidentiality

https://cve.report/
https://cve.report/CVE-2026-7573/mitre
https://cve.report/CVE-2026-7573/nist
https://cve.report/CVE-2026-7573/cve_org
https://cve.report/api/cve/CVE-2026-7573.json
https://cve.report/CVE-2026-7573.pdf


CVSS:3.1/AV:N/AC:L/PR:L/UI:N/S:C/C:L/I:N/A:N

Vendor Declared Affected Products

Source Vendor Product Version Platforms

CNA Velocidex Velociraptor affected 0.76.5 semver Not specified

References

Reference Source Link Tags

docs.velociraptor.app/announcements/advisories/cve-2026-7573 cve@rapid7.com docs.velociraptor.app

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

Vendor Comments And Credit

Discovery Credit

CNA: michaelddickenson (en)

There are currently no legacy QID mappings associated with this CVE.
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Free CVE JSON API cve.report/api

CVE.report and Source URL Uptime Status status.cve.report

Low

Integrity

None

Availability

None

http://cve.report/vendor/Velocidex
http://cve.report/software/Velocidex/velociraptor
https://docs.velociraptor.app/announcements/advisories/cve-2026-7573/
https://www.cve.org/CVERecord?id=CVE-2026-7573
https://nvd.nist.gov/vuln/detail/CVE-2026-7573
https://cve.report/
https://uspto.report/company/Mitre-Corp
https://cve.report/mitre
http://cve.report/mitre_license.txt
https://cve.report/api
https://status.cve.report
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