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CVE CVE-2026-7638
State PUBLISHED
Assigner Wordfence

Source Priority CVE Program / NVD first with legacy fallback
Published 2026-05-02 04:16:23 UTC
Updated 2026-05-02 04:16:23 UTC

Description The App Builder — Create Native Android & iOS Apps On The Flight plugin for WordPress is vulnerable to Insecure Direct C
A | L]

Risk And Classification

Primary CVSS: v3.1 5.3 MEDIUM from security@wordfence.com

CVSS:3.1/AV:N/AC:L/PR:N/UI:N/S:U/C:N/I:L/A:N

Problem Types: CWE-639 | CWE-639 CWE-639 Authorization Bypass Through User-
Controlled Key

Version  Source Type Score  Severity Vector
3.1 security@wordfence.com Primary 5.3 MEDIUM CVSS:3.1/AV:N/AC:L/PR:N/UI:N/S:U/C:N/I:L/A:N
3.1 CNA DECLARED 5.3 MEDIUM CVSS:3.1/AV:N/AC:L/PR:N/UI:N/S:U/C:N/I:.L/A:N
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https://cve.report/
https://cve.report/CVE-2026-7638/mitre
https://cve.report/CVE-2026-7638/nist
https://cve.report/CVE-2026-7638/cve_org
https://cve.report/api/cve/CVE-2026-7638.json
https://cve.report/CVE-2026-7638.pdf
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Low
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CVSS:3.1/AV:N/AC:L/PR:N/UI:N/S:U/C:N/I:L/A:N

/ [

Vendor Declared Affected Products

Source  Vendor Product Version Platforms

CNA Appcheap  App Builder Create Native Android IOS Apps On The Flight affected 5.6.0 semver Not specified
Reference Source Link
plugins.trac.wordpress.org/browser/app-builder/tags/5.5.10/includes/Di/Service/Auth/Uplo...  security@wordfence.com plugins.trac.wordpr
plugins.trac.wordpress.org/browser/app-builder/tags/5.5.10/includes/Di/Service/Auth/Uplo...  security@wordfence.com plugins.trac.wordpr
plugins.trac.wordpress.org/browser/app-builder/trunk/includes/Traits/Permission.php security@wordfence.com  plugins.trac.wordpr

plugins.trac.wordpress.org/browser/app-builder/trunk/includes/Di/Service/Auth/UploadAvat...  security@wordfence.com plugins.trac.wordpr
www.wordfence.com/threat-intel/vulnerabilities/id/2d532ffc-c6f1-41e3-9259-07068... security@wordfence.com www.wordfence.co
plugins.trac.wordpress.org/browser/app-builder/tags/5.6.0/includes/Di/Service/Auth/Uploa...  security@wordfence.com plugins.trac.wordpr
plugins.trac.wordpress.org/browser/app-builder/trunk/includes/Di/Service/Auth/UploadAvat...  security@wordfence.com plugins.trac.wordpr
plugins.trac.wordpress.org/browser/app-builder/tags/5.6.0/includes/Di/Service/Auth/Uploa...  security@wordfence.com plugins.trac.wordpr
plugins.trac.wordpress.org/browser/app-builder/tags/5.6.0/includes/Traits/Permission.php security@wordfence.com  plugins.trac.wordpr

plugins.trac.wordpress.org/browser/app-builder/tags/5.5.10/includes/Traits/Permission.php security@wordfence.com  plugins.trac.wordpr

CVE Program record CVE.ORG WWWw.cve.org
NVD vulnerability detail NVD nvd.nist.gov
< B e ]

Vendor Comments And Credit

Discovery Credit
CNA: Ren Voza (en)

Additional Advisory Data

Source Time Event

CNA 2026-05-01T15:33:11.000Z Disclosed

There are currently no legacy QID mappings associated with this CVE.


http://cve.report/vendor/appcheap
http://cve.report/software/appcheap/App_Builder__Create_Native_Android__iOS_Apps_On_The_Flight
https://plugins.trac.wordpress.org/browser/app-builder/tags/5.5.10/includes/Di/Service/Auth/UploadAvatar.php#L80
https://plugins.trac.wordpress.org/browser/app-builder/tags/5.5.10/includes/Di/Service/Auth/UploadAvatar.php#L161
https://plugins.trac.wordpress.org/browser/app-builder/trunk/includes/Traits/Permission.php#L33
https://plugins.trac.wordpress.org/browser/app-builder/trunk/includes/Di/Service/Auth/UploadAvatar.php#L80
https://www.wordfence.com/threat-intel/vulnerabilities/id/2d532ffc-c6f1-41e3-9a59-0706802ab8e2?source=cve
https://plugins.trac.wordpress.org/browser/app-builder/tags/5.6.0/includes/Di/Service/Auth/UploadAvatar.php#L161
https://plugins.trac.wordpress.org/browser/app-builder/trunk/includes/Di/Service/Auth/UploadAvatar.php#L161
https://plugins.trac.wordpress.org/browser/app-builder/tags/5.6.0/includes/Di/Service/Auth/UploadAvatar.php#L80
https://plugins.trac.wordpress.org/browser/app-builder/tags/5.6.0/includes/Traits/Permission.php#L33
https://plugins.trac.wordpress.org/browser/app-builder/tags/5.5.10/includes/Traits/Permission.php#L33
https://www.cve.org/CVERecord?id=CVE-2026-7638
https://nvd.nist.gov/vuln/detail/CVE-2026-7638
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