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CVE CVE-2026-7790
State PUBLISHED
Assigner EEF

Source Priority CVE Program / NVD first with legacy fallback

Published 2026-05-11 19:16:29 UTC
Updated 2026-05-11 19:16:29 UTC
Description Uncontrolled Resource Consumption vulnerability in ninenines cowlib (cow_http_te module) allows Excessive Allocation. Tt
1 | |

Risk And Classification

Primary CVSS: v4.0 8.7 HIGH from 6b3ad84c-e1a6-4bf7-a703-f496b71e49db

CVSS:4.0/AV:N/AC:L/AT:N/PR:N/ULIN/VC:N/VI:N/VA:H/SC:N/SEEN/SA:N/E:X/CR:X/IR:X/AR:X/MAV: X/
MAC :X/MAT:X/MPR:X/MUI:X/MVC:X/MVI:X/MVA:X/MSC:X/MSIEX/MSA:X/S: X/AU:X/R:X/V:X/RE:X/U:X

Problem Types: CWE-400 | CWE-400 CWE-400 Uncontrolled Resource Consumption

Version Source Type Score Severity Vector

4.0 6b3ad84c-e1a6-4bf7-a703-f496b71e49db  Secondary 8.7 HIGH CVSS:4.0/AV:N/AC:L/AT:N/PR:N/UI:N/VC:N/VI:N/VA:

4.0 CNA CVSSs 8.7 HIGH CVSS:4.0/AV:N/AC:L/AT:N/PR:N/UI:N/VC:N/VI:N/VA:
4] | -l

CVSS v4.0 Breakdown

\ttack Vector

\ttack Complexity

\ttack Requirements

>rivileges Required

Jser Interaction

>onfidentiality


https://cve.report/
https://cve.report/CVE-2026-7790/mitre
https://cve.report/CVE-2026-7790/nist
https://cve.report/CVE-2026-7790/cve_org
https://cve.report/api/cve/CVE-2026-7790.json
https://cve.report/CVE-2026-7790.pdf

ntegrity

\vailability

3ub Integrity

3ub Availability

CVSS:4.0/AV:N/AC:L/AT:N/PR:N/UI:N/VC:N/VI:N/VA:H/SC:N/SI:N/SA:N/E:X/CR:X/IR:X/AR:X/MAV:X/
MAC:X/MAT:X/MPR:X/MUI:X/MVC:X/MVI:X/MVA:X/MSC:X/MSI:X/MSA:X/S:X/AU:X/R:X/V:X/RE:X/U:X

1 [

| Vendor Declared Affected Products

Source Vendor Product Version
CNA Ninenines Cowlib affected 0.6.0 2.16.1 semver

CNA Ninenines  Cowlib affected 8c0e428b012c59f553a264f285ed89d36f791e3e a4b8039ce8c93ab00867ef6b7e888822c09f4369 ¢

/

Reference Source Link
github.com/ninenines/cowlib/commit/a4b8039ce8c93ab00867ef6b7e888822c09f4369 6b3ad84c-e1a6-4bf7-a703-f496b71e49db  github.co
cna.erlef.org/cves/CVE-2026-7790.html 6b3ad84c-e1a6-4bf7-a703-f496b71e49db  cna.erlef.
osv.dev/vulnerability/EEF-CVE-2026-7790 6b3ad84c-e1a6-4bf7-a703-f496b71e49db  osv.dev
CVE Program record CVE.ORG www.cve
NVD vulnerability detail NVD nvd.nist.
a G|

| Vendor Comments And Credit

Discovery Credit
CNA: Peter Ullrich (en)

CNA: Loic Hoguin (en)

Additional Advisory Data

Workarounds

CNA: In Cowboy, setting initial_stream_flow_size to a much lower value limits the amount of
chunked body data that cowlib will parse in a single read, reducing the window of data an
attacker can use to trigger the quadratic work. This does not fully eliminate the vulnerability
but can significantly reduce its impact for some applications.



http://cve.report/vendor/ninenines
http://cve.report/software/ninenines/cowlib
http://cve.report/vendor/ninenines
http://cve.report/software/ninenines/cowlib
https://github.com/ninenines/cowlib/commit/a4b8039ce8c93ab00867ef6b7e888822c09f4369
https://cna.erlef.org/cves/CVE-2026-7790.html
https://osv.dev/vulnerability/EEF-CVE-2026-7790
https://www.cve.org/CVERecord?id=CVE-2026-7790
https://nvd.nist.gov/vuln/detail/CVE-2026-7790

There are currently no legacy QID mappings associated with this CVE.
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