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Summary

CVE CVE-2026-7841

State PUBLISHED

Assigner GV

Source Priority CVE Program / NVD first with legacy fallback

Published 2026-05-06 08:16:04 UTC

Updated 2026-05-06 08:16:04 UTC

Description A remote code execution vulnerability exists in Notification Settings on GeoVision GV-ASWeb 6.2.0. An authenticated user with System Setting permissions can execute arbitrary commands on the server by sending a crafted HTTP POST request to the ASWebCommon.srf backend endpoint to bypass the frontend restrictions.

Risk And Classification

Primary CVSS: v3.1 8.8 HIGH from 0df08a0e-a200-4957-9bb0-084f562506f9

CVSS:3.1/AV:N/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H

Problem Types: CWE-94 | CWE-94 CWE-94: Improper Control of Generation of Code ('Code
Injection')

Version Source Type Score Severity Vector

3.1 0df08a0e-a200-4957-9bb0-084f562506f9 Secondary 8.8 HIGH CVSS:3.1/AV:N/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H

3.1 CNA CVSS 8.8 HIGH CVSS:3.1/AV:N/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H

CVSS v3.1 Breakdown

Attack Vector

Network

Attack Complexity

Low

Privileges Required

Low

User Interaction

None

Scope

Unchanged

Confidentiality

High

Integrity

https://cve.report/
https://cve.report/CVE-2026-7841/mitre
https://cve.report/CVE-2026-7841/nist
https://cve.report/CVE-2026-7841/cve_org
https://cve.report/api/cve/CVE-2026-7841.json
https://cve.report/CVE-2026-7841.pdf


CVSS:3.1/AV:N/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H

Vendor Declared Affected Products

Source Vendor Product Version Platforms

CNA GeoVision Inc. ASManager affected V6.2.0 Windows

CNA GeoVision Inc. ASManager unaffected V6.3.0 Windows

References

Reference Source Link Tags

www.geovision.com.tw/cyber_security.php 0df08a0e-a200-4957-9bb0-084f562506f9 www.geovision.com.tw

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

Vendor Comments And Credit

Discovery Credit

CNA: Patrick Tung <patricktkc.work@gmail.com> (en)

Additional Advisory Data

Source Time Event

CNA 2026-04-28T17:05:00.000Z Initial report to vendor

Solutions

CNA: Reported Vulnerability is going to be fixed with the official release of GeoVision's
ASMAnager V6.3.0

There are currently no legacy QID mappings associated with this CVE.
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Integrity

High

Availability

High
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